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Wireless Setup Guide

For Windows Vista



1. Click on the ‘Start’ Menu, and select Control Panel
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2. Select ‘Network and Internet’

* Control Panel Home

Classic View

Back up your computer

Security
Check for updates

System and Maintenance o,
Get started with Windows
!Ia

@ Allow a program through Windows
Firewall

... Network and Internet
H«' WView network status and tasks 9

= 5et up file sharing
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L Hardware and Sound
2 | Play CDs or other media autormatically
" Printer
Mouse

Programs
Uninstall & program
Change startup programs

Mobile PC

Change battery settings

Adjust commonly used mobility
settings

User Accounts
@ Change account type

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resclution
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Change keyboards or cther input
methods

Change display language
Ease of Access
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Additional Options




Control Panel Home

System and Maintenance

Security

Network and Internet
Hardware and Sound
Programs

Mokile PC

User Accounts

Appearance and
Personalization

Clock Language, and Region
Ease of Access

Additional Options

Classic View

3. Select ‘Network and Sharing Center'

; » Control Panel » Network and Internet »
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Network and Sharing Center
View network status and tasks | Connect to a network
View network computers and devices | Add a device to the network | Set up file sharing

Internet Options
Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Offline Files
Encrypt your offlinefiles | Manage disk space used by your offline files

Windows Firewall
@ Turn Windows Firewall on or off @ Allow a program through Windows Firewall

People Near Me
Sign in or out of People Mear Me | Change People Near Me settings

Sync Center
Sync with other computers, mobile devices, or network folders | View sync results
Resolve sync conflicts




4. On the left hand menu, Select ‘Manage Wireless Networks’
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5. Click of ‘Add’

¢ Network and Internet » Manage Wireless Networks - | +4 || Search

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below, To change the order, drag a network up or down in the list, You
can also add or remove network profiles.
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6. Select ‘Manually Create a Network Profile’ _
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,@3;-:1# Manually connect to a wireless network

How do you want to add a network?

EEI Add a network that is in range of this computer
“==. This shows you a list of networks that are currently available and lets you connect
" to one. Once you connect, a profile for the network is saved on your computer.
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2. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55I0) and

security key (if applicable).
& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




7. Input the following information:
Network name: TUSecure
Security Type: WPA2-Enterprise
Encryption: AES

Click Next
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@ w1l Manually connect to a wireless netwark

Enter information for the wireless network you want to add

Metwork name: .TU Secure

Security type: [WPAE—Enterprise "I

Encryption type: [AES "]

Security Key/Passphrase: | [ Display characters

Start this connection automatically

[T Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Net || Cancel




8. Select ‘Change Connection Settings’

.
¥

l"\.“_'._.-) ! Manually connect to a wireless network

- N Y .

Successfully added TUSecure

= Connect to..
Open the "Connect to a network” dialeg so I can connect.

< Change connection settings

Open the connection properties so that I can change the settings.




9. Select the ‘Security’ tab

TUSecure Wireless Network properties u

Connection

Marne: TUSecure
5510 TUSecure
Metwaork Type: Access point

Metwork Availability:  All users

[¥]iConnect automatically when this network is in range;
Connect to a more preferred network if available
[] Cannect even if the network is not broadcasting

{| o< [ coneel |




10. Choose a network authentication method: Protected EAP (PEAP), then select ‘Settings’.

TUSecure Wireless Network properties u

Connecton | Security

Security type: | wpA2-Enterprise v

Encryplion type: [AES v]

Choose a network authentication method:

|Protected EAP (PEAP) ~|| settings...
Cache user information for subsequent connections
to this network

{| o< J| cancel |




11. Uncheck the ‘Validate Server certificate’, and ensure that the ‘Select Authentication Method’ is ‘Secured password
(EAP_MSCHAP v2), and select ‘Configure’.

Protected EAP Properties [

When connecting:

[|¥alidate server certificate:

| Connect to these servers:

Trasted Boot Cerbificakion Aukhorities:

0O
[7] Equifax Secure Certificate Authority P
[T] GTE CyberTrust Global Root ‘E ‘
[T] hittp: /o v alicert. com/f B
[] http: jjwwwe. valicert.comf

[] Microsoft Root Authority

[] Microsoft Root Certificate Authority
1| m |

| Do mot prompt user to authorize new servers or trusted
certification suthorities.

Select Authentication Method:

[Semred password (EAP-MSCHAP vZ) *] I Configure. .. ]

-

Enable Fast Reconnect
[ ] Enable Quarantine checks
[ ] Disconnect if server does not present cryptobinding TLY

L I

12 Uncheck ‘Automatically use my Wlndows Iogon name and password’.
EAP MSCHAPvZ Properties

When connecting;

El,nf'l.L.rtu::umEltu:EuII'_.r use my Windows logon name and
password (and domain if any).

| ok || cancel |

13. Click OK through all the boxes, until you get to your desktop.



14. If you are in range of the wireless network, once you are connected, a message will appear at the bottom of your
screen. It will tell you ‘Additional Information is required to 3911nect to TUSecure’. Click on this message.

ALk Additional information is required to connect to TU_Secure. %
2. (lick to provide additional information and connect

W 10:14 AM

15. Enter your utulsa username and password, and click ‘OK’

[ Eniter Credentaks ]

User name:

Password:

Logon domain: | |

[ ] Save this user name and password for future uze




16. Once you are connected and authenticated to TUSecure, you will need to open a internet browser, and authenticate a
second time to the network registration system. Again, input your utulsa username and password, and click login.
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