Setup Guide

TUSecure Wireless

Setup Example:
Windows 7
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2. Select ‘Network and Internet’.
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3. Select ‘Network and Sharing Center’
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Change your networking settings

'5. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up
a router or access point.

'5‘. Connect to a network

See also Connect or reconnect to a wireless, wired, dial-up, or VPN network
connection. =
HomeGroup
Internet Options 4 Choose homegroup and sharing optiens
Windows Firewall Access files and printers located on other network computers, or change

sharing settings.

4. Select ‘Manage Wireless Networks’
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below,

Add  Adapter properties  Profile types  Network and Sharing Center @

5. Select ‘Add’
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How do you want to add a network?

Aik Manually create a network profile

"2 This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (5510} and
security key (if applicable).

A& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

6. Select ‘Manually Create a network profile’.
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Enter information for the wireless network you want to add

Metwork name: TUSecure

Security type: IWPAZ- Enterprise hd ]

Encryption type: IAES v]

Security Key: . | Hide characters

Start this connection automatically

[T Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might ke at risk.

[ Mext ]| Cancel

7.  Use the following Information, then Select ‘Next’
» Network Name = TUSecure,
> security Type = WPA2 -Enterpriese,
> Encryption Type = AES

II|@ o' Manually connect to a wireless network
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Successfully added TUSecure

Open the connection properties so thatI can change the settings.

Cloze

8. Select ‘Change Connection Settings’
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Connection

Mame:
5510 TUSecure
Metwaork type: Access point

Metwork availability:  All users

[#]ionnect automatically when this network is in_range:

] Connect to a more preferred network if available
[ Connect even if the network is not broadcasting its name (S5I0)

[ ok || canca |

9. Select the ‘Security’ Tab
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TUSecure Wireless Metwork Properties ﬂ

Connection | Security

Security type: | WPa2-Enterprise |

Encryption type: [AES - ]

Choose a network authentication method:
| Micrasoft: Protected EAP (PEAP) »| [ settings |

|| Remember my credentials for this connection each
time I'm logged on

Advanced settings

ok ][ concel |

10. Select ‘Microsoft: Protected EAP (PEAP), then Select ‘Settings’
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YWhen connecting:
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[7] GTE CyberTrust Global Root

[7] Microsoft Root Authority

[] Microsoft Root Certificate Authaority
[ Thawte Timestamping CA

| Do not prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:

[Seuxed password (EAP-MSCHAP v2) "I [ Configure... ]

Enable Fast Reconnect

[]Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLY
[7|Enable Identity Privacy |

11. UnSelect ‘Validate Server Certificate’, then Select ‘Configure’
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EAP MSCHAPY2 Properties .

When connecting:

I:|J-"c.l_rtu::nmEltn::ElII:,.r use my Windows logon name and
password (and domain i any). :

| ok || Caneel

12. UnSelect ‘Automatically use my Windows logon name and password’, then Select ‘OK’
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Successfully added TUSecure

- % Change connection settings
; Open the connection properties so that I can change the settings.

Close

13. Select ‘Close’

A Additional information is needed to connect TUSecure. ™ *

= Clickto provide additional information.
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14. Click on the PopUp box at the bottom of your screen

' T -
Windows Security M

Network Authentication

Please enter user credentials

——
‘ | ser name |
I | Password | |

| ok || Concel |

15. Use your utulsa username and password.
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Open Network and Sharing Center

16. Once Authenticated, you should see that you are connected to the TUSecure wireless network. Enjoy browsing
the internet. Don’t download anything illegal!



